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ABSTRACT

Ransomware is a malicious software which requires money to decrypt files that were encrypted. As the number of
ransomware grows, the encryption process in ransomware has been more sophisticated and the strength of security has been
more stronger. As a result, analysis of ransomware becomes more difficult and the number of decryptable ransomware is
getting smaller. So, research on encryption process and decryption method of ransomware is necessary. In this paper, we
show encryption processes of 5 ransomwares which were revealed in 2019, and analyze whether or not those ransomwares
are decryptable.
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Table 1. Analysis Environment

A, ezt

< Flspalet

Name

Role

Virtual
Machine

VMware
Workstation 12
PRO

Windows 7 x86
service pack 1

OS

Windows 7 x64
service pack 1

Windows 10 x86
Redstone 4

OllyDbg v1.10

disassembler

IDA v7.0

decompiler

Ghidra v1.9.4

decompiler

Analysis

HxD Editor v2.0

hex code editor

Tool

WireShark
v3.0.3

packet analysis
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2.1 Gandcrab v5

20184 14¥ A5 A3 Gandcrab A=
Av|2~rF 285 201949 6971A] 508F 23 Al
g3l FslE F ARy ddlel(RaaS, Ransonmr
ware as a Service)TH(11). aiw Aol dn
gfo]A] ot W Foll o& FEEa, Mdeirt
Azl Algxl PCe 27 =alo]|HiE ol 24
3} o174l UES=Z selo|H gk gkastE 23t
t}. Gandcrab v5.0 ~ v5.29] ¢33 @A~
Fig. 13 %2 Windows APISl Crypto API
= Abg3 otEsE At

D AL 3] %53}

WAl A8 sfel el s slelglt RC4
E357)9F AlxAke] RSA 371715 RC4 t& &tz
%3} XOR e AHgate] a3k},

@ 274 RSA 37171, 71817] %
g 57 4532 93 CryptGenKey 35
5 Abgste] 719t ANel7] e A

\3 /\g /nj

@ Salsa20 $+%7], nonce 44 2 =74 RSA 7
317] Salsa20 ¢&3}
Salsa20¢] <t%7]9} nonced CryptGen-
Random %5 AREste] A% o 5 24
RSA®] 71817]5 Salsa209] $+&71¢ nonced A}

43to] gtz sk},

@ FAx9 FM7]12 Salsa20 ¢E7], nonce
w3t 2 gxxEe] AA
el AHEEE t57] 2 nonceE Crypt-
Encrypt &5 ARt 34719 3712 ks
3}ghc}, +331% Salsa20 $%7], nonce ¥ 27
M7= AA2~E o] AAb=lc)

® Salsa20 t37]9} nonce A4 2 3 353}
CryptGenRandom #4% AH-3le] Salsa20
9] +37]9} nonces AL FU& Fug)sic}

® Salsa20 ¢3 719 nonce A ¥ RSAZ ¢+&
3} 2 EOF (End Of File)el ##
g stsste] Algsl Salsa209] ¢E7] 2
nonces ZZA AAE RSA 72 tus)s)
3 ksshe mhelo] EOFe| A,

2.2 Sodinokibi

20199 4%  Oracle Weblogice A
(CVE-2019-2725)-% 2183 Sodinokibi #44e]
7b A did AAddlol= Ganderab® AR
walog fxEn 24 PCE¥ ohzl 243} o4
g vESa =ele|d wdl ghashs Alefich(12).
2 Ao A gl dEg] A4 2 g g

Generate
Salsa20 Author’
uthors
Key, Nonce Public Key

}

Key, RSA-2048

Nonce Encryption
Salsa20

Encryption

Registry

Encrypted Salsa
Key

Encrypted Salsa
Nonce

Encrypted Local
private key

Local
Private key

Generate
RSA key pair
Salsa20 Encrypted Data
Encryption

Generate
Salsa20 Local
Key, Nonce Public key
Key RSA-2048
Nonce Encryption
File

Encrypted Salsa Key

e

Encrypted Salsa
Nonce

QOrigin Data Size

Fig. 1. Encryption Process of Gandcrab Version 5
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Process of Key

I Author's ( Generation
‘ PRNG ‘ Public key
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[: Session Private Key | SHA3-256 ‘ Public Key
Generate ey

Pub\if Key — AES-256- }‘F{W|

PK_Key —

‘ SK_Key = Ciphertext || New Session Public Key || IV || CRC32(Cipher)

’—¢—‘ File Private Key
| ECDH
| SHA3-256 | Generate
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Salsa20
Key File publl( key

l_' PRNG \

Process of File
Encryption

Encrypted Data
SK_key
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File —» " salsa20 |
Nonce

| PRNG |

File public key

nonce

CRC32(File public key)

Fig. 2. Encryption Process of Sodinokibi
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2.3 Clop
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Fig. 3. Encryption Process of Clop

2.4 Phobos

Dharma¢} Crysis @4d4e12] HE<3l Phobos
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Fig. 4. Encryption Process of Phobos
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oh 283 Fokgt e AAVIE Fe AAE =
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O AES-128-ECB 37| A4

Fig. 67 zo] dAl AzHe seed@ AME3h=
rand &5 B AAE GE 7309 A2 o
$AA 16 bytesd ®¥AldS AAMETE 1 F
Random_shuffle &% ARgsle] Ex9& 72
9] wiAE 5 AESY ¢E7Z AREE) o] g
gEyle dd7|2, nE Hdof| e A

Generate —
AES Key
Ke AES-128-ECB
y Encryption

File

Encrypted Data

Fig. 5. Encryption Process of LooCipher

-ed = time_64(@);
j__srand(seed);
memcpy (&v10, (int)|"!@#%&?+-*/=_0123456789ABCDEFGHIIKLMNOPQRSTUVIXYZ
= 8; abedefghijklmnopgrstuvixyz™);
f}‘,‘;ﬁ:z‘?{fg(; 1’33 7 73 Characters
while ( getStringLength((int)&w2) != a2 )
{
= j__rand();
= x (getstnng]_ength(( t)&vie) - 1)j
T = sub_6@29@0( (int)&v/, VB, I);

LOBYTE(v11) = 2;
sub_SFA208(v4);
LOBYTE(v1l) = 1;
sub_6@5100(&v7);

[Fandem_shutFle_wrapper((char) Vo5, (3nt)von, (An)vsl, (Char)onyg]

Fig. 6. Code of Encryption key Generation

while { length »>= 16 )

1
48 = *(__ml128i *)inBlocks;
if ( vsL )
1
47 = *xorBlocks;
v46 = _mm_xor_sil28(v49, v47);
if ( flags & 1
+*{ BYTE *)}{inBlocks + 15};

I AESNI Enc Block(&v49, subkeys, rounds}]

Fig. 7. AES Algorithm Using Crypto++ Library

@ Hdd k=)
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LooCipher®] AESE & Al Crypto APIE A}
3HA 943 Crypto++3F 22 o] 2olueje| &
ARESEAYV AR 24 Fd 3 o= (6,7,10)
A9} o] Crypto APIE o]gdfo] ;M=
elx)8l= AV (Anti-Virus)E $-3317] $13o|t}.

2 odA l'ﬂr‘ gk Aol F Gandcerabd
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Table 2. The Result of Analysis Ransomware
. . Encryption of File
File Encryption Encryption Key Decryptable
Algorithm Salsa20 RSA-2048
. B Exposed
Gandcrab Encryption API implemented by author CryptEncrypt ,
v5.0~v5.2 - authors
. . Key GAer;)tiratlon CryptGenRandom CryptGenKey private key
Algorithm Salsa20 AES-256-CTR
Sodinokibi Encryption éPI implemented by author X
K G ECDH implemented by author
API
Algorithm RC4 RSA-1024
Encryption API implemented by author CryptEncrypt
Clop X
Key Generation Used hard-coded
API CryptGenKey public key
Algorithm AES-256-CBC RSA-1024
; Used external
Phobos Encryption API CryptEncrypt library X
Key Generation X Used hard-coded
API CryptGenRandom public key
Algorithm AES-128-ECB X
Rijndael::Enc:: Used
LooCipher Encryption API AdvancedProcessBlocks X vulnerable
L in Crypto++ Library random
Key Generation rand X generator
API
2.5614 dFg nle} o] LooCipherd] 37 Encrypted file
£ A A" AZHS seed® AR FoRE o |8'ﬂ(1]
4 AA7Q rand F4E AREsle] QA= o 001 ‘e]
A 7] AR A AR AlzEl AR Al geh
'SH% Ot}‘i7],°/] J£_L,_v|‘L7}‘ 7]‘":5_‘5]'1;]' Cf_clJrr&’r(tt_encrt)fpted
. - . lless imestamp
LooCipher 44019 E33} 742 Fig. 8%
), tzsbel gedo] FAAIZES do] hEy] FR l
- - - Create candidate
TE AR olF 7] FRTE AHgale] B33
2 AR Wt BaH Al A G sl |
o] af AZUAE Zerhd BE deds gieR Select key
EE T ER !
57 FuTE ANT o GEvle] AP 1
Fig. 99} #t}. rand 39 seed® #9H 9 Deongption.
o Ao R AAsla steadg® 73709 ¥4}
% vhgatel 16 bytessl EARw wETh A4H i B
16 bytes®] ¥2t4< random_shuffle 42 A 2ginal e

Fafe] 571 A

Fig. 8. Decryption Process of LooCipher
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A FEs} LrAx 4 Y

5335} wiak A7

System Time

Append
Character

73 Characters

No

SizeOf(string)
>=167

Shuffle

AES Key

Fig. 9. Generation Process of File Encryption Key

o R Fastel grashy
sl sjale Husie] g}
A Aol A AREE A]~EH X719 EX
A A

o, 7] A A7 5} shele] 23] A|7ke] 9

A7HT 200%)S HA] ek=c) webd], 7] Tapd

el TAS AL A4S 217839 adaleks ZA|wt

Aok WS AR A 7,2008] o= J1E

25 5 sl

3.2 M=E2| ZHAS S& 2357| &5
LooCipherd] 7% s} ols7]8 AAsly st

stssirh “ﬂ—‘iﬂ"o‘ﬂw sl ks 71E 718k
of wmelely k37| FE& F FEF ) A
7k Fig. 107 %] 7kd PCellA gt ¢t37]18 C2
(Command & Control) Awe} FAlshs A
A Fambs 7le] wire]d] ol 7] H7} 7hgsiet

00238AF0 00 00 OO0 OO OO OO0 OO0 00 00
00238B0O0 00 80 20 01 54 20 2ZF 6B ZE
00238B10 32 6B 51 65 TR 6% 31 66 &D
00238B20 T2 56 4F T4 Te T2 37 56 26
00238B30 39 35 36 36 31 33 37 31 =3
00238B40 37 32 34 32 30 36 34 30 31
00238850 30 2E 31 32 33 2E 33 39 Z2E
00238E60 g8 54 54 50 2F 31 2E 31 0D
0023BB70 T4 €% 6F 6E 3R 20 4B 65 65
00238B80 OD 0OA 48 6F 73 74 3A 20 &8
0023BB90 61 70 6B 792 T4 61 6L &7 2E
00238BRA0O 68 OD ORA OD OA DD DD DD DD

Fig. 11.

18]
T0
77
&b
33
36
36
on
70
a3
6F
oD

No. Time Source Destination
1485 348.560228192.168.159.144 198.251.80.48
1486 348.701610 198. 251.80.48 192.168.159.144
1487 348.701656 192.168.159.144 198.251.80.48
1488 348.701874 192.168.159.144 198.251.80.48
1489 348.725275198.251.80.48 192.168.159.144
1490 348.823525198.251.80.48 192.168.159.144

Protocol Length Info
66 49639-80
60 80-49639
54 49639-80
194 GET /k.ph|
60 80-49639

TCP
TCP
HTTP
TCP
TCP

60 80-49639

« Frame 1488: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on
@ Ethernet II, Src: vmware_2a:58:d5 (00:0c:29:2a:58:d5), Dst: vmware_fd:e3:fc
@ Internet Protocol version 4, src: 192.168.159.144 (192.168.159.144), pst: 19
® Transmission Control Protocol, Src Port: 49639 (49639), Dst Port: 80 (80), S
+ Hypertext Transfer Protocol

00 50 56 fd e3 fc 00 Oc
00 b4 12 01 40 00 80 06
50 30 c1 e7 00 50 b7 ad
fa fo 78 Ob 00 00 47 45
3f 75 3d 74 32 6b 51 65
69 43 6f 4c 72 56 4f 74
31 36 31 36 39 35 36 36
37 33 37 32 37 32 34 32
69 3d 32 31 30 2e 31 32

29 2a 58 d5 08 00 45 00
00 00 cO ag 9f 90 c6 fb
2a 0a 18 63 40 16 50 18
54 20 2f 6b 2e 70 68 70
7a 69 31 66 6d 77 5a da
76 72 37 56 26 6b 3d 34
31 33 37 31 33 33 30 31
30 36 34 30 31 36 32 26
33 2e 33 39 2e 36 36 26

7u=t2kag
icoLrvot =4
6169566 13713301
73727242 064016.

7=210.12 3.39.66&

6f 3d 33 20 48 54 54 50
73 74 3a 20 68 63 77 79
74 61 6a 67 2e 6f 6e €9
0d Oa

2f 31 2e 31 od Da 48 &f
6f 35 72 66 61 70 6b 79
6f 6e 2e 70 65 74 0d Oa

0=3 HTTP /1.1..Ho
st: hcwy oSrfapky
tajg.oni on.pet..

Fig. 10. File Encryption Key Sent in Plaintext to

The C2 Server
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webd LooCipher #A9ole] zhado] ES
LooCipherd =Z2AA vng]E 23237 wxg
W C2 A8 Bl RequestE IfAalo] st ks
715 2S 4 Adk(Fig. 11). i ¥ 35, 3
HEA wle]elA k3 7]E 2] ulitel A]i\_E‘ﬂo] )
FEEAY g LA~ wwe] dedo] Yojxlri
7] 5] Erlsslths o] slth.

r= _7_7H7]
A& AAA7F F
o Ids %z:@}
crab®] AHIE &0l 437 = AHE AW
Gandcrab® EH33s} @Al _
AR RSA 7H171E 530 ?ﬂx]*‘z‘“/]‘)ﬂ A=
4335 Salsa209 w7 =33}

m{w

ru°“

2 nonce®

o}, o2 & 23538 9+E7] I nonce: ALY
77 18 E1 34 00 00 .. vvvnwnns w.a4..
8 70 3F 75 3D T4 £ LT /k.php?u=t
SR 4R &9 43 6F 4C 2kQezilfmwZJiCoL
3D 34 31 36 31 36 VOrvrTVek=416l
30 31 37 33 37 32 9566137133017372
32 26 &9 3D 32 31 (72420640162 i=21
36 26 6F 3D 33 20 0.123.39.66&0=3
43 6F 6E 6E 65 63 HITE/1.1l..Connec
2D 41 &C 69 76 65 tion: Keep-Alive
77 79 &F 35 72 66 .Host: hcowyosrf
6E 69 &F 6E 2E 73 apkytajg.onion.s
61 18 E1 34 DD DD h....T¥¥{Y¥a.347¥

File Encryption Key Left in Volatile Memory
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Encrypted Encrypted local Encrypted Encryptedfile
Salsa20key, private key Salsa20key,
nonce nonce
Author's RSA Salsa20 RSA Salsa20
private key Decrypt Decrypt Decrypt Decrypt
Salsa20key, Local private Salsa20key, File
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